IAMATKA _
JJIA OBYYAIOHIUXCA Ob HHOOPMAIIMOHHOU BE3OITACHOCTU JETEHN

HEJIb35

1. Bcem moapsim cooOmaTh CBOIO YacTHYIO HMH(POpPMANHIO (HACTOSIIUE WM, (haMUIIHIO,
TenedoH, aapec, HOMEP LIKOJIbI, a TaKke GoTorpapuu cBOU, CBOEH CEMBU U JIpy3ei);

2. OTKpBIBaTh BIIOKEHHBIE (DANIIBI AIEKTPOHHON NOYTHI, KOTJIa HE 3HACIIb OTIPABUTEIS;

3. I'pyOuTth, npuanpaThCs, OKa3bIBATh JABICHUE - BECTH C€0s1 HEBEXKIIMBO U arpECCUBHO;

4. He pacnopsbkaiics neHbramMum TBOEH CeMbU 0€3 pa3pellieHus CTapliuX - BCerja
CIIpalIMBal POAUTENEH;

5. He Bcrpeuarics ¢ IHTEpHET-3HAKOMBIMY B PEAJIBHOW KU3HU - TIOCOBETYMCS CO B3POCIIBIM,
KOTOPOMY JI0BEpSICIIb.

OCTOPOXHO

1. He Bce numyT npasny. Yuraeus o cebe HenpaBay B MHTepHeTe - coobmu 006 3TOM
CBOUM POJUTENSIM WIIA ONIEKYHAM;

2. [lpurnamarot nepenuchiBaThCs, UTpaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIM MTOABOXA;

3. HezakonHoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIBIM O IIpo0OJieMax B CETH - OHU BCETJa IOMOTYT;

5. Hcnonb3yil HacTpoilku O€301acCHOCTH M MPHUBATHOCTH, YTOOBI HE IMOTEPSATH CBOU
AKKayHTBI B COLICETSX U APYIHX IMOPTAJIAX.

MOKHO

1. YBaxail Apyrux nojab30BaTeNei;

2. Ilonp3yemibesi MHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY HA HETO;

3. OTKpBIBai TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O6maTbCcs 3a MOMOIIBIO B3POCIBIM - POIUTENH, ONMEKYHbl M aJMUHUCTpALUS CAUTOB
BCErJa IOMOT'YT;

5. Ilpoiinu 00yyenue Ha caiite "CeTeBU4OK" M MOJIy4H macnopT HUGPOBOro rpaxkiaHuHal

C kaxabIM rooM MOJIOIEKH B UHTEPHETE CTAHOBUTCS OOJbINIE, a IMIKOJHbHUKU OJHU W3
CaMbIX AaKTHUBHBIX MoJb30Barener PyHera. Mexay TeM, NMOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, HHTEPHET HECET U MpoOJjeMbl. ITa MaMATKa J0JKHA TTOMOYb TeOe Oe30MmacHo
HaXOJUThCS B CETH.

KomnbrorepHsie BUPYChI

KoMIbrOTEpHBIN BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX MPOrPaMM, OTIMYUTEIBHON
OCOOCHHOCTBIO KOTOPOM SIBJISETCS CIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosiHeHHe K 3TOMYy,
BUPYChl MOTYT TMOBPEAUTh WJIM TMOJHOCTbIO YHUYTOXHUTH Bce (ailibl W JaHHBIE,
MOIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObliIa 3amyllieHa 3apakeHHasi Iporpamma,
a TaKkKe MOBPEAUTh WU AK€ YHUUTOXHUTH OINEPALMOHHYIO CHUCTEMY CO BceMHu ¢aiiamu B
1esoM. B OonbIIMHCTBE cilydaeB paclpOCTPAHAIOTCS BUPYChl Yepe3 UHTEPHET.

MeTozap! 3aUMThI OT BPEIOHOCHBIX POrPaMM:

1. Ucnonp3yil COBpEMEHHBIE OINEPALMOHHBIE CHCTEMBI, MUMEIOLINE CEPbE3HBbI YPOBEHb
3aIIUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. TloctosHHO ycTaHaBnuBail mayTH (UUGPOBBIE 3aIUIATKH, KOTOpPHIE aBTOMATHUYECKU



YCTaHABIMBAIOTCA C LENbI0 JOpabOTKM TMpOorpaMmbl) U Jpyrue OOHOBIIGHUS CBOEH
orepaloHHoi cucteMbl. CkauuBai ux TOJNbKO ¢ odunuagbHoro cairta pazpadorunka OC. Ecnu
CYLIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIKOUH €T0;

3. PaGoraii Ha cBOEM KOMIIBIOTEPE MO/ IPaBaMH 0JIb30BATENs, @ HE aAMUHUCTPATOPA. DTO
HE TIO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAJLIUPOBAaTBCA HA TBOEM
[IEPCOHAIILHOM KOMIIBIOTEPE;

4. HWcnosp3yld aHTHMBUPYCHBIE IIPOIPAMMHBIE IPOAYKTHI HM3BECTHBIX IPOU3BOIUTENIECH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKH JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIHIL;

6. Vcnonp3yil BHEHIHHE HOCUTENH HWH(OpMAalNUU, Takhe Kak (Quemnika, TucK wid ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (DAMIIBI, TOIYUEHHBIE U3 HEHAAEC)KHBIX UCTOYHUKOB. [laxe
Te (ailibl, KOTOPBIE MMPUCIIAN TBOW 3HAKOMBIH. Jlydilie yTouHM y HETO, OTIPABIISUI JIU OH TeOe UX.
Cern WI-FI

Wi-Fi - 3T0 He BuJ mepenayn TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH I, Mapka. Eie B
1991 romy Hunepnanickas kommanus 3apeructpupoBasia Opena "WECA", uro o6o03Hauano
cinoBocoueranue "Wireless Fidelity", koTopslii mepeBoAUTCS Kak "OecrpoBOHAS TOYHOCTh'".

Jlo Hamiero BpeMeHHM JolIa Jpyrasi abOpeBHarypa, KOTOpasi SIBIIETCS TaKOW XKe
TexHosorue. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO TaHO ¢ HAMEKOM Ha CTaHAAPT
BbICcIIeH 3BykoBOM TexHuKU Hi-Fi, yTo B mepeBojie 03HavyaeT "BbICOKAasi TOUHOCTH".

Jla, OecruiaTHBII MHTEPHET-IOCTYN B Kade, OTENsAX M a’ponoprax SBIAECTCS OTIMYHOU
BO3MO>KHOCTBIO BBIXOJIa B MHTEpPHET. HO MHOTHE SKCIEePTHl CYUTAIOT, YTO 00IIe0CcTymHbIe Wi-
Fi cetu He sBNIsIOTCA O0€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH PabOThI B O0IIEOCTYIHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro auuHyto uHpopmaruio yepe3 oodmenocrynubie Wi-Fi cetn. Paboras
B HUX, )KeJIaTeIbHO HE BBOJUTH MAPOJIH JOCTYTIA, JOTHHBI U KaKhe-TO HOMEpa;

2. Wcrnonb3yit 1 OOHOBJSH aHTUBUPYCHBIE TporpamMMbl U OpaHamayep. Tem caMbIM Tbl
o0e3onacuilb cedst OT 3aKaYKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonv3oBanuu Wi-Fi otkmoun ¢ynknuo "OO6mmit goctyn k  Qaitiam u
npuHTepam". JlanHas GyHKIMS 3aKpbITa MO YMOJYAHUIO, OJHAKO HEKOTOPBIE IMOJIh30BATEIU
aKTUBUPYIOT €€ AJisl y100CTBa NCIOJIb30BaHus B paboTe WiH yueoe;

4. He ucnone3yéi nyonmunasii WI-FI nns mepenaum nuYHBIX J@HHBIX, HampuMmep Jis
BBIXO/Ia B COIIMAIbHBIC CETU WM B DJICKTPOHHYIO MOYTY;

5. Hcnonp3yit Tonpko 3anuuieHHoe coeauHeHue uepe3 HTTPS, a me HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone otkmoun Gynkiuio "llonkmouenre k Wi-Fi aBromatudecku".
He momyckait aBToMaTn4eckoro noKiroueHus ycrpoiictsa k cetssm Wi-Fi 6e3 TBoero cormnacusi.

ConuajabHbIe CETH

CoruanbHbie CeTH aKTUBHO BXOJST B HAIY JKU3Hb, MHOTHE JIFOJU pa0OTAIOT M KUBYT Tam
noctossHHO, a B Facebook yke 3aperucrpupoBaH MuiuMapja 4YeloBEK, YTO SIBISIETCS OJIHOM
CEeIbMOM BCEX JKWTENeH IIaHeThl. MHOTHE IMOJb30BaTeIN HE MOHHUMAIOT, 4TO HH(OpMAaIms,
pa3MeIleHHass UMU B COIMAIIBHBIX CETSAX, MOXKET ObITh Hali/IeHA M UCIIOJIh30BaHa KEM yroaHO, B
TOM YHCJIe HE 00S3aTENBHO ¢ OJIAaTUMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COLIUAIBHBIX CETAX:

1. Orpanuub CIHUCOK Jpy3ei. Y TeOs B JPYy3bsAX HE JOJDKHO OBITh CIIyJallHBIX U
HE3HAKOMBIX JTIOIEH;

2. 3amuiail cBO YacTHYIO ku3Hb. He ykasbiBaii maponu, TenedoHsbl, aapeca, 1aTy TBOETO



POXKIIEHUS W APYTYI0 JUYHYIO HHGOPMAIUIO. 3JIOYMBINIJIECHHUKA MOTYT HMCIOJIb30BaTh JTaXKe
HH()OPMAITUIO O TOM, KaK ThI U TBOU POJUTEINN IJIAHUPYETE TPOBECTH KAHUKYIIBI;

3. 3amuminaii cBOIO permyTaluIo - IepKHU €€ B YUCTOTE U 3a7aBail cede BOIpoc: XOTel Obl Thl,
4yTOOBI JPYrU€ MOJb30BATENN BUAEIM, 4YTO Thl 3arpyxaeuis? [lomymal, mpexzae 4eM 4YTO-TO
OIMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOJb3yH CBOE PEAJIbHOE UM U
JIPYTYIO JIMYHYI0 MH(GOPMAIMHU: UMSI, MECTO >KUTEIBCTBA, MECTO Yy4eObl U Mpoyee;

5. N36erait pazmemenus ¢potorpaduii B InTepHere, 1/1€ Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOUM MOKHO OIIPEAEIUTH TBOE MECTOIOIOKECHUE;

6. Ilpu perucrtpanuu B COUMAIBHOM CETH HEOOXOIMMO HCIOJIb30BATh CJIOKHBIC MAPOJIH,
cocTosiue u3 OyKB U IU(dp U ¢ KOJMYECTBOM 3HAKOB HE MEHEE §&;

7. Jlns couuanbHOW CETH, MOYTHl M JPYTMX CANTOB HEOOXOAMMO HCIOJIL30BaTh pa3HbIC
naposu. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOIYYaT JAOCTYH TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbIH

DNEKTPOHHBIE JEHBIU - 3TO OUYEHb YAOOHBIA CrmOco0 IMIATEXEW, OJHAKO CYLIECTBYIOT
MOIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIH.

OJIEKTPOHHBIE JIEHBIW IIOSBWIACH COBCEM HEAABHO M MMEHHO M3-3a 3TOTO BO MHOIMX
rocyAapcTBax 0 CHX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, IJI€ UX Pa3AessitoT
Ha HECKOJIbKO BHUJIOB - aHOHMMHbBIEC U HE aHOHUMHBIE. Pa3Hu1ia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MNPOBOAUTH ONepaluu 0e3 HACHTH(PUKALMH [OJb30BaTEeNsl, a B
HEaHOHUMHBIX UJEHTU(UKAIUS TI0JIb30BaTENS ABISIETCS 00s3aTEIbHOM.

Takke cneayeT pasznuyaTh JJIEKTPOHHbIE (UATHbIE AEHBIU (PaBHbI TOCYAAPCTBEHHBIM
BaJIFOTAM) U AJIEKTPOHHBIE HE(UMATHBIE IEHbIU (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ IICKTPOHHBIMU JEHBIAMHU:

1. IlpuBsku K cueTy MOOWIBHBIA TelnepoH. DTO caMblil YIOOHBIH M OBICTPBIA CIOCOO
BOCCTAHOBUTH JOCTyn K cuery. [IpuBsizanHbiii TenedoH mnoMokeT, ecid 3a0yjaellb CBOH
IJIATEKHBIN MTapOJIb WM 3alJICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA,

2. Vcnone3yii ogHopa3oBsie mapoiu. [locie mepexoia Ha yCUJIEHHYIO aBTOPHU3AIMIO TeOe
y’Ke He OyZIeT yrpoKaTh OMAaCHOCTh KPa)XH MJIM IiepexBaTa IJIaTeKHOT0 HapoJis;

3. Beibepu cioxHbIi aposib. [Ipectynuukam Oynet He MPOCTO yrajaaTh CIOKHBIA TapoJb.
HanexHble maponu - 3T0 mapoju, KOTOpbIE COJEpKaT HE MEHee 8 3HAKOB M BKJIIOUYAIOT B ceOs
CTPOYHBIE M TPOMUCHBbIE OYKBBI, LHU(PPHl U HECKOJBKO CHMBOJIOB, TaKME€ Kak 3HAaK JoJulapa,
¢dyHTa, BOCKJIMIIATENIbHBIN 3HAK U T.11. Hammpumep, $tROng!;;

4. He BBOM CBOU JTUYHbBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSIEIIIb.

JJIeKTPOHHASA MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUSA U MPEAOCTABJISIEMbIE €10 YCIYTd IO MEPECHUIKE U
MOJIYYCHHUIO DJICKTPOHHBIX COOONICHHM, KOTOPBIE PACHPENCISIOTCS B KOMITBIOTEPHOW CETH.
OOBIYHO AIEKTPOHHBIN MOYTOBBIM  SAIMUK  BBITJSAAAT  CHEAYIOIIUM oOpazom:
UMs_TIOJb30BaTENA(@HUMs_JTOMEHa. Takke KpoMe TepeJaud MpPOCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTbH TiepeiaBaTh (ailibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C IMEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh mpaBUJIbHBIA MOYTOBBIM CcepBUC. B MHTEpHETE €CTh OTPOMHBIN BBHIOOD
OecIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4llle JOBEPATh T€M, KOrO 3Haelllb U KTO MEPBBIM B
PEUTHHTE;



2. He yka3piBail B NWYHOW mouTe JW4HYI0 uH(popmanuto. Hampumep, mydine BbIOpaTh
"My3bIKasbHBIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Mcnonb3yil ABYX3TalmHYK aBTOPHU3ALUI0. JTO KOrJa MOMHUMO MAapojsl HYKHO BBOJHUTH
KO/I, MPUCBhLIaeMBbI 110 SMS;

4. BoiOepu CHOXHBIM Tapoib. IS KaXa0oro MOYTOBOIO SIIMKA JIOJDKEH OBITh CBOMU
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY T1apOJIb;

5. Ecin ectb BO3MOXHOCTH HamucaTb CaMOMY CBOW JIMYHBIA BOIIPOC, HWCIIOJB3YH 3Ty
BO3MOKHOCTb;

6. HMcnonb3yli HECKOJBKO IOYTOBBIX SIIUMKOB. IlepBblid a1 4YacTHOM MEPENUCKH C
azgpecataMH, KOTOPBIM Thl JOBEpSEIIb. JTO 3JIEKTPOHHBIM aJpec HE HAaJl0 UCIOJIb30BaTh IpPH
peructpanuu Ha popymax u caiTax;

7. He oTkpsIBaii (haiiiel U Apyrue BIOKCHHUS B TUChMaXx, JaKe €CJTM OHH MPHIILIA OT TBOUX
apysei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHH TeOe TH (pailib;

8. Ilocne oxoHyaHUs pabOTHI Ha MOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKJIAJKH C CAUTOM
He 3a0y/1b HaKaTh Ha "Bt

Kun0epOynimHr wiim BUPTyajibHOE H3/1€BaTEIbCTBO

KubepOymauHr - npecieoBaHie COOOLIEHUSMH, COAEPKAIMMHU OCKOPOJIEHUS], arpecCHIo,
3allyTUBAaHME; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C TIOMOIIbIO PA3IMYHBIX MHTEPHET-
CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIUTMHIOM:

1. He Gpocaiicst B 60i1. JIyumuii cioco0: mocoBeTOBaThCA Kak ce0s BECTU U, €CJIM HET TOrO,
K KOMYy MOXHO OOpaTUTbCs, TO BHauyaje YCHOKOUThCSA. EciM Tbhl HayHeUmb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS], TO TOJIBKO €1le OOJIbIIE PAa30AKEIIb KOHPIHKT;

2. Yupasnsii cBoel kubeppenyTauuei;

3. AHOHMMHOCTH B ceTh MHUMasg. CylIecTBYIOT CHOCOOBbI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM,;

4. He cTouT BecTH XyJIWTaHCKHM 00Opa3 BUPTyaJlbHOW ku3HU. VHTEpHET (UKCHUpPYET BCe
TBOU JICHCTBUSA U COXpAHSET UX. Y JAIUTh UX OyJIeT KpaliHe 3aTPyAHUTEIIbHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit equHU4HbIA HeraTuB. OIHOPA30BBIE OCKOPOUTENbHBIE COOOIIECHUS TTyUIlie
UrHopupoBaTh. OGBIYHO arpeccus NpeKpaniaeTcs Ha HauajabHOU CTaJNu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIHUATBLHBIX
CETSX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKHU COOOILIEHUI C ONPEIETICHHBIX apECOB;

8. Ecmm 71l cBuumerens kuOepOysuimHra. TBOM AEUCTBUS: BBICTYNUTh IPOTHUB
IpeciaeaoBaTens, MoKa3aTh €My, YTO €ro JACHCTBHUS OLICHMBAIOTCA HETATHBHO, IOIIEPKaTh
KEPTBY, KOTOPOM HYyXHaA IICHUXOJIOTMYECKas IOMOIlb, COOOHIUTH B3pOCIbIM O (akTe
arpeCCUBHOIO MOBEACHUS B CETH.

MoouabHbIi TesedoH

CoBpeMeHHbIe cMapT(hHOHBI U TUIAHIIETHI COEPKAT B ceOe BIIOJTHE B3POCIbIN (DYHKIIHOHAT,
U TENepb OHM MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMHU KoMIbioTepamu. OIHAKO, CPEICTB
3aIUTHI JUIsl TTOJO0HBIX YCTPOUCTB MOKA OYEHb Masio. TECTUPOBAHHME M TOUCK YS3BHUMOCTEH B
HUX TIPOMCXOJIUT HE TaK MHTEeHCcHBHO, Kak s [IK, To ke camoe Kacaercs W MOOMIBHBIX
IIPUIIOKECHU M.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciidpeHue (QyHKIUMOHaNa BJEYEeT 3a COOOH OOJBIIYIO CIOXHOCTh W MEHBIIYIO
3aIUIIEHHOCTb.



Jlanexko He BCe MPOU3BOIWTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTUUYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI 151 O€301TaCHOCTH MOOMJIBHOTO TennedoHa:

Huuero He sBisieTcs Mo-HAcCTOsAIEMY OecIiaTHBIM. Byab ocTopokeH, Beab Korjma Tebe
npeiararoT 6ecIIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHeE-TO IUIaTHBIC YCIIYTH;

Hywmait, npexie yem oTnpaBuTh SMS, ¢hoTo nau Buaeo. Thl TOYHO 3HACIIH, IJI€ OHU OYIyT
B KOHEYHOM HTOre?

Heo6xo01uMo 0OHOBIIATE ONEPAIMOHHYIO CHCTEMY TBOETO cMapTQoHa;

Hcrionp3yit aHTHBUPYCHBIE TIPOTPAMMBI 11 MOOMITHHBIX TEJIE(POHOB;

He 3arpyxaii mpuiaokeHHs OT HEW3BECTHOTO HCTOYHHMKA, BEIb OHH MOTYT COJIECPKATh
BPEJOHOCHOE TIPOTPaMMHOE 00ECIICUCHNUE;

[Tocne Toro kak Thl BBIAJEHIbL C caiiTa, i€ BBOAWI JIMYHYIO HH(POPMALMIO, 3aliid B
HACTPOWKH Opay3epa U yaanu cookies;

[lepuonuuecku mpoBepsiii, KaKKWe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOHJIBLHOTO TejedOoHa TOJBKO JIFOASM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpSICIIIb;

Bluetooth momkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yembcsa. He 3a0biBaii mHOTIA
MIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPACOUYHbIE, 3aXBaThIBAIOIINE pa3BICUCHUS,
0OBEIUHSIONINE COTHU THICAY YEJNOBEK MO BceMy Mupy. Urpoku uccnenyroT AaHHBIA UM MHUP,
oOLIar0TCs IPYT C APYroM, BBINOJHSIOT 33JaHusl, CPAKAIOTCSI C MOHCTPAMU U TOJIyYarOT OIIBIT.
3a yAOBOJBCTBUE OHM IJIATAT: MOKYMAOT IUCK, OIUIAYMBAIOT a0OHEMEHT WJIM MPHUOOPETAIOT
KaKHe-TO OMIHUU.

Bce atu cpeacTBa uayT Ha NOJJEPKaHUE U PA3BUTHE UIPhI, a TAKXKE HA caMy 0€30MaCHOCTD:
COBEpIICHCTBYIOTCS CHUCTEMbI aBTOPH3ALlMH, BBITYCKalOTCS HOBbIE MaTuu (LU(pPOBbIE 3aIlIaTKH
JUI IPOrPaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nmomoOHBIX Mrpax CTOUT OMAacaTbCs HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO Kpa)kKH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALINU OOJIBIIUHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MIACHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecu npyro#t urpok BeAeT ceds II10X0 WIK co3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPY €To
B CIIHUCKE UTPOKOB;

2. Tloxanylica aiMUHUCTPATOPAaM UIPbl HA IJIOXO€ MOBEICHHUE ATOTO UTPOKA, KEIATEIHHO
MPWIOKUTH KaKHE-TO JOKA3aTeNbCTBA B BU/IE CKPUHOB;

3. He yxa3biBail muuHyto nHGoOpMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranasnuBait HeopuimaabHble TAaTYU U MOJIBI;

6. Mcnosib3yii CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Haxe BO BpeMsl WIPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. lloka Tel wWrpaemsb, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

@OUINUHT WIH KpaKa JIMYHbIX JAaHHbIX

OOBIYHOM KpaXKel JIEHeT U IOKYMEHTOB CETOAHS YK€ HUKOTO HE YJMBUIIb, HO C PA3BUTHUEM
MHTEPHET-TEXHOJIOTUNA 3JIOYMBIIUICHHUKA TEPEMECTHINCh B HHTEPHET, U MPOAOTIKAIOT
3aHUMAaThbCs "MIOOUMBIM'" J1ETIOM.

Tak mosiBHJIaCh HOBasl yrpo3a: WHTEPHET-MOIICHHWYECTBA WM (DUIIUHT, TJIaBHAs IIEb
KOTOPOTO COCTOMT B TOJYYEeHHH KOH(PHUACHIIMAIBHBIX JaHHBIX IOJb30BaTEIeH - JIOTMHOB U



naposieii. Ha anrmuiickom si3bike phishing unraercs xak ¢ummnar (ot fishing - peibnas nosns,
password - mapoJb).

OCHOBHBIE COBETHI 110 0OpHOE ¢ PUITMHTOM:

1. Cneau 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 ITOM KaK MOXKHO
CKopee;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIIE, MHTEPHET-MAara3uHOB U TOMCKOBBIX
CUCTEM;

3. Hcnonp3yil crokHBICE W pa3Hble Mapoyid. TakuMm o0pa3om, eciau TeOs B3JIOMArOT, TO
37OYMBIIUICHHUKH MOIyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMald, TO HEOOXOJUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
n00aBJeHbl y TeOSI B IPY3biX, O TOM, YTO T€OS B3JIOMaIH M, BO3SMOXKHO, OT TBOETO UMEHU OyeT
pacchUIaThCs CllaM M CChUIKH Ha (DUITUHTOBBIE CalThI;

5. YcranoBu HaaexHsbii napois (PIN) Ha MoOunbHBINM TenedoH;

6. OTKJII0YM COXpaHEHHUE MaposIs B Opaysepe;

7. He oTkpbiBail (haiiiabsl U Ipyrue BIOKEHHUS B TUChMaXx, JaKe €CJIM OHH MPUIILTA OT TBOUX
apy3ei. Jlydiie yTouHu y HUX, OTIIPaBJIsUIN JIU OHU TeOe 3TU (aiiibl.

u¢dposas penyrauus

[MudpoBas pemyraius - 3TO HEraTHMBHAs WJIM TMO3UTHUBHAs MHMOpMaIus B ceTh o Tebe.
Komnpomerupyromas uHpopmaiusi, pa3MenieHHass B UHTEPHETE, MOXKET CEpbE3HBIM 00pa3zom
OTpa3UThCS Ha TBOEW peasibHOM xu3HU. "LludpoBas penyrauus” - 3TO TBOM MMHUIK, KOTOPBIA
(bopmupyetcs u3 nuHpopManuu o Te0€ B UHTEPHETE.

TBOE MECTO KUTENBCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKalWy JIMYHOM HMH(OpManuu B
HNuTepHere, HE MOHMMAas BO3MOXHBIX ITOCIEACTBUU. Thl Take HE CMOXKEIb JI0rafaTbCs O TOM,
yT0 (poTorpacdus, pazMeleHHas 5 JIeT Ha3ajl, CTajia MPUINHON 0TKa3a MPUHSTH TeOs Ha paboTy.

KommenTtapuu, pazMenienune TBoux ¢oTtorpaduii u Apyrue ASUCTBUS MOTYT HE MCUYE3HYTh
JlaKe ToCIie TOTO, KaK Thl UX yJaiullb. Thl HE 3HACIIb, KTO COXPAaHUI ATy HH(OpMAIIKIO, TToTala
JM OHA B IOMCKOBBIE CHUCTEMBbl M COXPAaHMJIACh JIM OHA, a TJIABHOE: YTO MOJyMaroT O Tebe
OKPYAIOIKe JIIOIU, KOTOPbhIe HAWAYT U YBUAST 3To. HailTu mHbOpMAaIMi0O MHOTO JIET CIyCTS
CMOXET JI000H - Kak U3 MOOpBIX MOOYXKIEHUH, TaK U C HAMEPEHUEM MPUYUHUTH Bpei. ITO
MOYET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI M0 3aIUTe HU(PPOBOI pernyTanuu:

1. Tlogymaii, mpexae 4emM 4To-TO MyOJMKOBaTh W IepeAaBaTh y ceds B Oiore wiv B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uisi yCTaHOBM OTPaHUYEHMS] Ha MPOCMOTP TBOEro MPOQUIIst U €ro
COZIEP’KUMOT0, CAEIIAN €r0 TOJIBKO "I Apy3€en';

3. He pa3memnaii u He yka3biBaii HHPOPMAIIUIO, KOTOPasi MOXKET KOTO-THOO OCKOPOJIATh HIIN
0OMKaTh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJbHUKU - aKTUBHBIE MOJIB30BATEIN HUPPOBOro mpocTpancTBa. OgHaKO
JaJIeKO HE BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMHU BO3MOXKHOCTSAMHU HU(GPOBOrO Mupa Tpedyer
COOJIIO/ICHUS MTPaB HA UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEIEKTyalbHas COOCTBEHHOCTH"' OTHOCUTCA K Pa3IUYHBIM TBOPEHHSIM
YeJI0BEUECKOro ymMa, HauMHas ¢ HOBBIX M300pETEHU M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh



HAa TPOAYKTBI W YCIAYTd, W 3aKaHyuBasg KHUTaMH, GoTorpadusiMu, KAHODWIBMAMU U
MY3bIKaJIbHBIMU TPOU3BEACHUSIMH.

ABTOpCKHE MpaBa - 3TO IpaBa HA HMHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JUTEPATYPbl U UCKYCCTBA. ABTOPCKUE MpaBa BHICTYNAIOT B KAYECTBE FapaHTUH TOTO, UTO
MHTEJUIEKTYaJbHBIN/TBOPUECKHUI TPy aBTOpa HEe OyAeT HalpacHbIM, JIACT €My CIpPaBEIJIMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOErO TPY/a, MOJYyUYUTh U3BECTHOCTh M MPU3HAHHUE.
HukTo 6e3 pa3pelnieHust aBTopa HE MOXKET BOCIIPOU3BOJIUTh €r0 MPOU3BE/ICHUE, PACTIPOCTPAHSITH,
nyOJUYHO J€MOHCTPUPOBATH, MPOJAaBaTh, HUMIIOPTHUPOBATH, IyCKaThb B MPOKAT, MyOJIUYHO
WCITOJTHSITh, MIOKA3bIBATH/UCTIONHATE B ddUpe WK pa3Menmats B UHTepHeTe.

Hcnonb3oBanue "MUpaTckoro' MpOrpaMMHOTO OOECIEUEHHUsS] MOKET MPUBECTH K MHOTHM
pUCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKH TBOErO YCTPOWCTBA, TJIE
yCTaHOBJICHA HellerajipHas rnporpamMa. He cTouTt Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETATbHBIC
1 OECIUTaTHBIE TIPOTPAMMBbI, KOTOPHIE MOYKHO HANTH B CETH.

O noprane

CereBH4oK.p) - TBOM TJABHBIA COBETYMK B CETH. 371eChb Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM U JOCTYIHBIM SI3IKOM, & TIPU BO3ZHUKHOBEHUU KPUTHUYECKOM
CUTYyallMM OOpaTUTHCS 32 COBETOM. A TakKe MPUHATH Y4acTHE B KOHKYpCax U CTaTh CaMbIM
IU(POBBIM TpakKTAHUHOM !



